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PRIVACY NOTICES:

PARENT / CARERS (USE OF YOUR CHILD’S DATA), PUPILS, LAB MEMBERS / TRUSTEES,
EMPLOYEES, VOLUNTEERS, BIOMETRICS

PRIVACY NOTICE FOR PARENTS / CARERS - Use of your child’s data

We collect and use pupil information under section 537A of the Education Act 1996, and
section 83 of the Children’s Act 1989. We also comply with Article 6(1) (c) and Article 9(2) (9)
of the United Kingdom General Data Protection Regulation (UK GDPR), the Data Protection
Act 2018 (DPA2018), the Privacy and Electronic Communications (EC Directive) Regulations
2003 and any legislation implemented in connection with the aforementioned legislation.

Where data is processed by a controller or processor established in the European Union or
comprises the data of people in the European Union, it also includes the EU General Data
Protection Regulation (EU GDPR). This includes any replacement legislation coming into
effect from time to time.

Under data protection law, individuals have a right to be informed about how the school uses
any personal data that we hold about them. We comply with this right by providing ‘privacy
notices’ (sometimes called ‘fair processing notices’) to individuals where we are processing
their personal data.

This privacy notice explains how we collect, store and use personal data about pupils.
We, Wixams Tree Primary or Wixams Academy, Green Lane, Wixams, Bedford, MK42 6BA
are the ‘data controller’ for the purposes of data protection law.

Our data protection officer is Natalie Robertson, HR and Governance Manager.
The personal data we hold

Personal data that we may collect, use, store and share (when appropriate) about pupils
includes, but is not restricted to:
e Contact details, contact preferences, date of birth, identification documents
Results of internal assessments and externally set tests
Pupil and curricular records
Characteristics, such as ethnic background, eligibility for free school meals, or special
educational needs
Exclusion information
Details of any medical conditions, including physical and mental health
Attendance information
Safeguarding information
Details of any support received, including care packages, plans and support providers
Photographs
CCTV images captured in school

We may also hold data about pupils that we have received from other organisations, including
other schools, local authorities and the Department for Education.



Why we use this data
We use this data to:
e  Support pupil learning
Monitor and report on pupil progress
Provide appropriate pastoral care
Protect pupil welfare
Assess the quality of our services
Administer admissions waiting lists
Carry out research
Comply with the law regarding data sharing

Our legal basis for using this data
We only collect and use pupils’ personal data when the law allows us to. Most commonly, we
process it where:

o We need to comply with a legal obligation

o We need it to perform an official task in the public interest

Less commonly, we may also process pupils’ personal data in situations where:
¢ We have obtained consent to use it in a certain way
o We need to protect the individual’s vital interests (or someone else’s interests)

Where we have obtained consent to use pupils’ personal data, this consent can be withdrawn
at any time. We will make this clear when we ask for consent and explain how consent can be
withdrawn.

Some of the reasons listed above for collecting and using pupils’ personal data overlap, and
there may be several grounds which justify our use of this data.

Collecting this information
While the majority of information we collect about pupils is mandatory, there is some
information that can be provided voluntarily.

Whenever we seek to collect information from you or your child, we make it clear whether
providing it is mandatory or optional. If it is mandatory, we will explain the possible
consequences of not complying.

How we store this data

We keep personal information about pupils while they are attending our school. We may also
keep it beyond their attendance at our school if this is necessary in order to comply with our
legal obligations. Our record retention schedule sets out how long we keep information about

pupils.

Data sharing
We do not share information about pupils with any third party without consent unless the law
and our policies allow us to do so.

Where it is legally required, or necessary (and it complies with data protection law) we may
share personal information about pupils with:

e Our local authority — to meet our legal obligations to share certain information with it,
such as safeguarding concerns and exclusions

e The Department for Education
The pupil’s family and representative

e Educators and examining bodies



o Ourregulator (specify as appropriate, e.g., Ofsted, Independent Schools Inspectorate)
Suppliers and service providers — to enable them to provide the service we have
contracted them for

Financial organisations

Central and local government

Our auditors

Survey and research organisations

Health authorities

Security organisations

Health and social welfare organisation

Professional advisers and consultants

Charities and voluntary organisations

Police forces, courts, tribunals

Professional bodies

National Pupil Database

We are required to provide information about pupils to the Department for Education as part
of statutory data collections such as the school census. Some of this information is then stored
in the National Pupil Database (NPD), which is owned and managed by the Department and
provides evidence on school performance to inform research.

The database is held electronically so it can easily be turned into statistics. The information is
securely collected from a range of sources including schools, local authorities and exam
boards.

The Department for Education may share information from the NPD with other organisations
which promote children’s education or wellbeing in England. Such organisations must agree
to strict terms and conditions about how they will use the data.

For more information, see the Department’s web page on how it collects and shares research
data. You can also contact the Department for Education with any further questions about the
NPD.

Youth support services

Once our pupils reach the age of 13, we are legally required to pass on certain information
about them to the relevant Local Authority as it has legal responsibilities regarding the
education or training of 13-19 year-olds.

This information enables it to provide youth support services, post-16 education and training
services, and careers advisers.

Parents/carers, or pupils once aged 16 or over, can contact our data protection officer to
request that we only pass the individual’'s name, address and date of birth to the relevant Local
Authority.

Transferring data internationally
Where we transfer personal data to a country or territory outside of the United Kingdom (or
European Economic Area if applicable), we will do so in accordance with data protection law.

Parents and pupils’ rights regarding personal data
Individuals have a right to make a ‘subject access request’ to gain access to personal
information that the school holds about them.

Parents/carers can make a request with respect to their child’s data where the child is not



considered mature enough to understand their rights over their own data (usually under the
age of 12), or where the child has provided consent. For more information on how to make a
subject access request, please view our Data Protection Policy, which is available on our
website.

Other rights
Under data protection law, individuals have certain rights regarding how their personal data is
used and kept safe, including the right to:
o Obiject to the use of personal data if it would cause, or is causing, damage or distress.
e Prevent it being used to send direct marketing.
o Object to decisions being taken by automated means (by a computer or machine,
rather than by a person).
e |In certain circumstances, have inaccurate personal data corrected, deleted or
destroyed, or restrict processing.
e Claim compensation for damages caused by a breach of the data protection
regulations.
¢ To exercise any of these rights, please contact our data protection officer.

Complaints

We take any complaints about our collection and use of personal information very seriously.
If you think that our collection or use of personal information is unfair, misleading or
inappropriate, or have any other concern about our data processing, please raise this with us
in the first instance.

To make a complaint, please contact our data protection officer via email to
nrobertson@bcat.co.uk.

Alternatively, you can make a complaint to the Information Commissioner’s Office:
¢ Report a concern online at https://ico.org.uk/concerns/
e Call 0303 123 1113
e Orwrite to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow,
Cheshire, SK9 5AF



https://ico.org.uk/concerns/

PRIVACY NOTICE FOR PUPILS — Use of your data

Wixams Academy, as part of Bedford College Academies Trust, processes personal data. This
section outlines the purpose for which we process data, on what legal basis, and other areas
relating to data processing such as the type of data we hold. It also covers the rights of
individuals.

For what purpose do we collect personal data?

to support pupil learning

to monitor and report on pupil progress

to provide appropriate pastoral care

to assess the quality of our services

to comply with the law regarding data sharing

On what basis do we collect and handle personal data?

We collect and use pupil information under the Data Protection Act 2018. Our lawful basis for
processing data is that it is a Public task and the processing is necessary for us to perform a
task in the public interest. Our lawful basis for processing sensitive data is that processing is
necessary for reasons of substantial public interest. We also collect and use data under
section 537A of the Education Act 1996 and section 83 of the Children’s Act 1989.

The categories of pupil information that we collect, hold and share include:

Personal information (such as name, unique pupil number and address)
Characteristics (such as ethnicity (Special Category Data), language, nationality,
country of birth and free school meal eligibility)

Attendance information (such as sessions attended, number of absences and absence
reasons)

Assessment information — including internal assessment, national curriculum
assessments and external exam results.

Medical information (Special Category Data)

Special Needs Information

Behaviour and exclusions information

Post 16 Learning information

For pupils enrolling for post 14 qualifications, the Learning Records Service will give
us the unique learner number (ULN) and may also give us details about learning or
qualifications.

Contact Details

Collecting pupil information

Whilst the majority of pupil information you provide to us is mandatory, some of it is provided
to us on a voluntary basis. In order to comply with the General Data Protection Regulation, we
will inform you whether you are required to provide certain pupil information to us or if you
have a choice in this. This includes the use of photographs for publicity.

Storing pupil data
We hold pupil data for 25 years from pupil’s date of birth.

Who do we share pupil information with?
We routinely share pupil information with:

schools that the pupils attend after leaving us
our local authority
the Department for Education (DfE)

Other categories of recipients of pupil information include:



Health professionals

Communication providers

Providers who support the tracking of pupil learning
The multi-agency panel

As well as as processing personal data that we collect from you we also obtain
information from other sources including.

Previous Schools

Health Professionals

Local Authority

Other educational providers

Aged 14+ qualifications

For pupils enrolling for post 14 qualifications, the Learning Records Service will give us a
pupil’s unique learner number (ULN) and may also give us details about the pupil’s learning
or qualifications.

The Department for Educations Data and Local Authority

We share pupils’ data with the Department for Education (DfE) on a statutory basis. This data
sharing underpins school funding and educational attainment policy and monitoring. We are
required to share information about our pupils with our local authority (LA) and the Department
for Education (DfE) under section 3 of The Education (Information About Individual Pupils)
(England) Regulations 2013.

To find out more about the data collection requirements placed on us by the Department for
Education (for example; via the school census) go to https://www.gov.uk/education/data-
collectionand-censuses-for-schools.

For more information about the department’s data sharing process including the National Pupil
Database, please visit https://www.gov.uk/data-protection-how-we-collect-and-share-
research-data.

For information about which organisations the department has provided pupil information,
(and for which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe.

Our Pupils Aged 13+
Once our pupils reach the age of 13, we also pass pupil information to our local authority
provider of youth support services as they have responsibilities in relation to the education or
training of 13-19 year olds under section 507B of the Education Act 1996.
This enables them to provide services as follows:

e youth support services

e careers advisers

A parent/carer can request that only their child’s name, address and date of birth is passed to
their local authority or provider of youth support services by informing us. This right is
transferred to the child/pupil once he/she reaches the age 16.

Our pupils aged 16+

We will also share certain information about pupils aged 16+ with our local authority and / or
provider of youth support services as they have responsibilities in relation to the education or
training of 13—19-year-olds under section 507B of the Education Act 1996.


https://www.gov.uk/education/data-collectionand-censuses-for-schools
https://www.gov.uk/education/data-collectionand-censuses-for-schools
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/government/publications/national-pupil-database-requests-received
https://www.gov.uk/contact-dfe

This enables them to provide services as follows:
e post-16 education and training providers
o youth support services
e careers advisers
For more information about services for young people, please visit our local authority website.

Sharing pupil information
We do not share information about our pupils with anyone without consent unless the law and
our policies allow us to do so.

Requesting access to your personal data

Under data protection legislation, parents and pupils have the right to request access to
information about them that we hold. To make a request for your personal information, or be
given access to your child’s educational record, contact your academy or school.

You also have the right to:

Be informed of how we use personal data. This is done though this privacy notice.
Have personal data rectified if it is inaccurate or incomplete.

Erasure. This is also known as the right to be forgotten.

Data portability.

Object to processing.

Automated decision making.

The information commissioner's office provide detailed guidelines on the individual rights. This
can be found on the link below. https://ico.org.uk/for-organisations/quide-to-the-general-data-
protectionregulation-gdpr/individual-rights/.

If you have a concern about the way we are collecting or using your personal data, you should
raise your concern with us in the first instance or directly to the Information Commissioner’s
Office at https://ico.org.uk/concerns/.
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PRIVACY NOTICE FOR LAB MEMBERS AND TRUSTEES

To enable our LAB Members / Trustees to carry out their official functions to
support our school we use personal information, for example:
¢ Name and contact details
Declarations of interest
Vetting information
Digital images
Diversity information
Governance details — e.g. role, start and end dates)

The relevant school at which the LAB Members is based is the data controller for this
information for LAB Members. The Trust is the data controller for this information for Trustees.
Data processors may support this activity through the provision of systems.

We are required by law to collect and use this information and our legal basis for

using the personal information is a Public Task in the Public Interest and our Legal
Obligations under section 538 of the Education Act 1996. Our legal basis for using special
category personal information is Substantial Public Interest.

We sometimes need to share some information, for example with:
e Our local authority
o The Department for Education (DfE)
e Other education providers
e Regulatory Bodies

Data is also entered manually on the Get Information About Schools (GIAS) system
and held by DfE. Some of this information (e.g. name and role on the board) is
publicly available.

We will not share your personal data with anyone else without your consent unless it
is permitted by law.

The information we use will be retained until the LAB Member / Trustee ceases to work with
the school or Trust, plus one year.

No personal information is routinely available outside of the UK. Should a transfer of
personal information be necessary we will only do so where it is permitted by law and where
appropriate safeguards are in place.



PRIVACY NOTICE FOR EMPLOYEES

Employee Records
We are required to maintain employee records for our staff. The type of information
used in these records includes:
¢ Name and contact details
Date of Birth
Financial details
Vetting information
Pensions and payroll data
References
Performance data

The records may also contain special category personal information, for example:
o Ethnicity
e Religion
e Health information
e Trade Union Membership
This information is generally provided by you, and sometimes it is provided by others, such
as:
e Previous employers
o DBS service
e Occupational Health providers

The school at which you are based school is the data controller for this information. Data
processors support this activity through the provision of systems. The legal basis we rely on
when using this personal information is our employment contract with you and legitimate
interests. The legal basis we rely on for the special category personal data is Employment,
Social Security and Social Protection, and Substantial Public Interest.

Sometimes we may share this personal information, for example with one or more of
the following:
e Central and local government departments
Health providers
Other education providers
Regulatory bodies
Professional Associations
Disclosure and Barring service
Insurance providers

This information will be retained for a minimum of 7 years from the end of the
employment contract.

Recruitment Records
We collect information when recruiting to vacant posts. The information is likely to
include:
e Name
Contact Details
Education History
Employment History
Vetting information
Referee Contact Details



Proof of Identity (e.g. Driver’s licence, passport)
Proof of right to work in UK where required
National Insurance Number

Proof of professional qualifications

The records may also contain special category personal information, for example:
Additional Needs (for interview purposes)
o Proof of right to work in UK where required

This information is generally provided by you, and sometimes it is provided by
others, such as:

e Previous employers

o DBS service

e Occupational Health providers

The school at which you are based is the data controller for this information. Data processors
support this activity through the provision of systems. The legal basis’s we rely on when using
this personal information is our Legitimate Interests and Legal Obligation. The legal basis we
rely on for the special category personal data is Substantial Public Interest. Sometimes we
may share this personal information, for example with one or more of

the following:
e Health providers
o Referees
e Regulatory bodies
¢ Professional Associations
e Disclosure and Barring service

For unsuccessful candidates this information will be retained for a minimum of one
year. Successful candidates’ information will become part of their employee record (see first
section of this notice — Employee Records).

General Information

No personal information is routinely available outside of the UK. Should a transfer of
personal information be necessary we will only do so where it is permitted by law and where
appropriate safeguards are in place.



PRIVACY NOTICE FOR VOLUNTEERS

We sometimes have volunteers who come in to support our school activities. We
are required to collect some information about them, for example:

¢ Name and contact details

o Vetting information

¢ Relationship information

Our legal basis for collecting and using this information is consent, but where we collect vetting
information this is on the basis of our Legal Obligation. Where we are using your information
with your consent you can withdraw your consent at any time by contacting the school.

We will keep your information whilst you are volunteering at the school, and retain for
one year after your last support activity.

We also use personal information to:
¢ help investigate any worries or complaints you have about your/your child’s education;
keep track of spending;
check the quality of education delivery; and
to help with research and planning of new education initiatives.

No personal information is routinely available outside of the UK. Should a transfer of personal
information be necessary we will only do so where it is permitted by law and where appropriate
safeguards are in place.



